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S your mw.ommm cheating on you? And if

80, can you prove it? wmnmwwammg peo-

ple are turning to Internet monitoring
software -— also Wﬂoﬁm as mmwéﬁm —to find
the smoking gun.

For under $100, you can purchase spyware
such ag mm‘ﬁnﬁoﬂ Pro, which promises to oL~
itor and record “every detail of PC and
wwﬂﬂdmﬁ activity.” Spector Fro allows you 1o
record e-mails, instant messages, chats, Web
siies visiied, keystrokes typed and programs
launched. Spector Pro describes its software
as the “eguivalent of a digital surveillance
‘tape so that you can see the exact sequence of
everyihing vour family members ... are
doing on the computer” Spyware like
Spector Pro secretly saves ali of the record-
ings to a “hidden location ouly yvou know
about”™ on the computer’s hard drive.

Once you learn that your spouse is, in fact,
having an cnline affair, can you use this evi-
dence in court 2s pait of youg divorce case?
Under Pennsyivania law, a court may inot
consider marital misconduct as a factor in
making a property disiribution award.
However, marital misconduct is one the {7
enumeraled factors a court must consider n
making an alimony award.
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Pennsylvania has retained its fault grounds,

“and a spouse may choose 1o proceed on fault

grounds. One such fault ground is adultery.
A recent Florida case addressed the admis:

sibility of evidence of a spouse’s online affair

obtained through the ,

The husband eventually discovered that the
wife had ipstailed the spyware. He {ied a
motion for an injunction, which was granted.
He alse filed a motion w0 preclude the intro-
duclion of all such communications into evi-
dence in the divorce proceeding, which
request was also granted by the wial court.

On appeal, the wile arguad that the clec-
tronic communications did not fall under the
protection of Florida’s wiretap act because
the communications were refrieved [rom
Storage, and thus were not “intercepted com-
munications.” The hushand argued that the
Spyware program intercepted his commuui-
cations real-time as they were in transmission

use of spyware. In that
case, (Brien
O°Brien, the wife
secretly instailed spy-
ware onte the hus-
band’s computer. (t is
not clear from the.
opinien whether the
pariies were suil i
ing under ons roof and

Electronic COTMPIUILCALIONS
that are retrieved from
storage are not intercepied
within the meaning of the

Jederal Wiretap \D.

therefore were illegal-
ly obtained under the
wiretap act. The cen-
tral issue on appeal
was whether the hus-
band’s communica-
tions were “intercept-
ed” by the spyware.
The federal courts
bave consistently held

sharing a comnputer.)

The husband engaged in online chats with
ancthier worman, Emo hiappened 1o be his
Yahoo Dominoes partner. The spyware soft-
ware took snapshats of what appeared on the

compuier screei, capturing and recording gl

that in order to be
iniercepied, electronic comumunications Tus
be acquired contemp oraneousty with trans-
mission. Elecironic comunumications that are
retrieved from m.&Em
within the e

federal Wire &u

Cireuit Court of
nride Mui Ins.

{Le. in real time) and

£ are not interceprad

Styware Softwarve and the Admissil bility
Of Intercepted Computer Communications

In the O’Brien case, the wife's spyware
system intercepted and copied the hushands
communications as they were transmitred.
The appeilate court held that this constituted
an inieiceplion under Florida’s s wiretap act. It
also distinguished the wife's spyware pro-
gram, which copied communications as they

-were being transmitled and routed a COPY o

a hidden storage file, from monitoring sofi-
ware that retrieves information already stored
on 2 hard drive.

I this case, the wife argued thet the com-
munications were stored before acguisition,
because once the text ESmm was visible on
the screen, the communication was no fonger
In iransis, and thos not subject to inlereeption.
The court rejected the wife's arguruent, find-
ing that this “evanescent” time period was
0ot sufficient 1o transform acquisition of tie
communications from a contemporaneous
interception o a retrieval from electronic
storage.

After concluding thas the wife’ § ntercep-
tion of the husband’s CommunCaions was a

,SoEzom of Fiorida’s Q:mﬁw act, the comt

next rned o the issue of w hether evidence

of such communications should be excluded

irom the divorce litigation. Gddly, the fedar-
al Wirelap Act speciically precludes the use
of nnfawfully obtained wWire ot oral commu-

nications, but Qomn not m:mn:ﬁm the use «__ﬁ
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omission to mean that Congress intended that
such communications not be excluded under
the federal Wiretap Act. Florida®s wiretap act
similarly omits electronic communications
from its non-disclosure provision. Therefore,
the (’Brien court held that the husband’s
electronic communications were not exclud-
able under Fiorida’s wiretap act.

However, the court found that this did not
end the inguiry. The court noted that although
such communications are not specifically
excludable from evidence, the interception of
the communications was illegal and punish-
able as a crime under the act. In this case, the
trial court correctly found that the electronic
communications were illegally intercepted in
violation of the wiretap act. Because the evi-
dence was illegally obtained, the appellate
court concluded that the trial court did not
abuse its discretion in REmEQ to admit the
gvidence.

So what does this mean for spying spouses
in w%n&.r\.mamq Cx&w@ the federal ﬁ.ﬁ.ﬂm@

m%mgmmﬁmmmmm

eontined from B
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Act and Eonmm s version of the wiretap act,
Pennsylvania’s wiretap act does specifically
prohibit the disclosure of any wire, oral or
electronic comsrunication intercepted in vio-
lation of the wiretap act. Therefore, if one
spouse violates Pennsyivania’s wiretap act by
iniercepting the other mmommw,m e-mail or
other instant messages, that communication
should be inadmissible.

However, for a snooping spouse, all hope
is not lost. As noted in the O'Brien case,
there is a fine distinction between the inter-
ception of electronic communications and
the retrieval of such stored communications.
Both the federal Wiretap Act
Pennsylvania’s wiretap act profubit the dis-
closure of intercepted communications, but
ne such prohibition exists with respect to the
disciosure of stored communications. Thus,
if a Spyware program breaks into a computer
and retrieves information already stored on
hard drive, no interception occurs, and it is
arguable that the communication, while ille-
gally obtained. is still admissible.

For example, in White v Whire, the wife
retrieved her bushand’s stored

and

e-mails {rom
the hard drive of the mﬁm@ oomﬁcﬁh The
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occupation in the employer’s geogr érs arca.
This ensurss Mw.m mm.%_.ou,@v aren’t depress-
5m wi m .uu_. hiring fereign emploveas willing

Mwmw. Ong pew aspect of the pro-

anwm regniations is that prevailing wases be

husband had been saving his e-mails to the
hard drive through the use of 2 personal filing
cabinet (PFEC) without realizing that he was
doing so. The wife hired a private detective,
who was zble to retrieve the e-mails from the
hard drive without using the husband’s pass-
word. Because the e-mails retrieved were in
post-transmission storage (and not temporary
storage), the court held that these communica-
tions were not protected under the wiretap act.

With the advent of spyware technology,
issues of a spouse’s e-mall and oaline com-
munications will be increasingly frequent.
The National Law Journal recently reported
on a Connecticut case where the court actual-
ly ordersd the wife to stop using her laptop
and turn it over io the court clerk’s office, so
that the husband could have an expert exam-
ine her e-mail records,

Cheating spouses and their atiomeys
should be aware of how these communica-
tions can be used against the cheating spouse
as well as the potential arguments for and
against the admissibility of such communica-
ticns, depending upon whether they were
intercepted or retrieved from post-transmis-
sion storage.  ® . .

the H-2B program. Since not every H-2B
peiition would be scrutinized for complying
with the requirement to pay the prevailing
wage, there will be
unscrupnlous {or even simply mistaken}

il 15 almost certain that
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